
This could be the right tool for you if you want to...

Enhance the basic Livelink authorization scheme with a module that 
provides enhancements in password complexity, validity and ag-
ing.  This module meets the strict password composition and pass-
word handling requirements in US Army Regulation 25-2, “Infor-
mation Assurance” as well as adds some additional capabilities to 
provide proactive security warnings.   This module also contains a 
“Forgot your Password?” function which allows users to reset their 
own password by answering questions that they set up previously. 
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Our password module allows System 

Administrators to define and configure 

the password parameters chosen by 

your company.    

Enhances your system’s security by 

generating alerts when accounts be-

come locked or “super user” accounts 

are logged in. 

Users visually see when they have met 

the requirements as rules change from 

red to green

Users select questions which will be 

used to reset their password.  Ques-

tions can be configured by the Admin-

istrator. 

Familiar Livelink look and feel

HIGHLIGHTS

System 
Requirements

Livelink 9.2 or higher 

Apache Tomcat 5.0.x/5.5.x

Oracle 9i / 10g or MS SQL Server 7.0 / 

2000 / 2005
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Our password module allows System Administrators to require and configure any of the following:

uPassword change frequency and Password expiration 

uPassword length and complexity to require upper case, lower case, numbers and special characters 

uAdditionally, we attempt to detect social security numbers (SSNs) and birthdays. 

uPassword history to prevent reuse up to X number of times.  You decide what number X is. 

uLimit failed login attempts and set lockout behavior to either remove login privilege or wait a specified period of time. 

uGenerate a security alert for locked out accounts and when a super user logs in.

Nanavati Consulting, Inc. specializes in storing, moving, and displaying mission-critical data and documents so that you and your customers 
interact seamlessly. Whether the data are structured or unstructured, we help you consolidate and collaborate on information to make accurate 
decisions faster.

Our consulting expertise focuses on three major areas:  

uLivelink Enterprise Content Management, 

uOracle database design, development and administration, and  

uInformation and System Security.

Features

For Users:

uHighlighting the password rules and 
changing them from red to green allows 
users to see when they have satisfied a 
password rule.  When all rules are met, the 
new password will display in green.    

uIf a user forgets their password, they can 
click “Forgot my Password” on your login 
screen.   The questions they selected will 
be displayed.  When they are answered 
correctly, a key is generated and displayed 
on the screen.  This key is combined with 
additional information sent to the users 
email to create a temporary password.  If 
the user successfully unlocks the account, 
they will be prompted to change their 
password. This process is fully logged in 
the Livelink Audit tables.
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